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About
When dealing with sensitive information, it is important to be aware of the security of your
files. Below you will find instructions on locking and encrypting Microsoft Office files.

How to Lock and Encrypt Files

1) To Lock and encrypt the file, you will need to have the document open on your screen. In the

top left corner, click on the File tab.
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2) This will then open the File Menu. On the first screen that loads, click on ‘Info.
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3) You will have options to Protect the Document, Inspect the Document, view Previous Versions,
and Manage the document.

© Info

1] Home

Update How To Guides - Staff

[ New Debra Dalock (She/Her/Hers)'s GneDrive - St. Lawrence College » Documents » College Info » Student Guides for Referen|

E= Open @ Copy path @ Copy local path = Open file location

) Protect Document

Control what types of changes people can make to this document.
Save a Copy

Save as /
PDF

Inspect Document
Before publishing this file, be aware that it contains:

Print

®  Document properties and author's name
= Characters formatted as hidden text

= Content that people with disabilities are unable to read

Share
Export
Transform Version HiStOl’y

View and restore previous versions.

Close

Manage Document

B There are no unsaved changes.

4) When you click the ‘Protect Document’ button, a new window will open. On this menu, you will
need to select Encrypt with Password

Protect Document

Control what types of changes people can make to this document.

Always Open Read-Only
® Prevent accidental changes by asking
readers to opt-in to editing,

Encrypt with P: rd bre that it contains:

O|h Password-protect this document ilizrsnEny:

abilities are unable to read

D Restrict Editing
E| Control the types of changes others
can make

Restrict Access

(=) Grant people access while removing >
their ability to edit, copy, or print.

D Add a Digital Signature
9 Ensure the integrity of the document
by adding an invisible digital signature

D Mark as Final
\/ Let readers know the document is

final.
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5) You will then see a dialog box opening with a field for you to enter a password. You will need to
enter the chosen password twice. Next, click on ‘OK’

Encrypt Document ? *

Encrypt the contents of this file

Password:

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
passwords and their corresponding document
names in a safe place,

[Remember that passwords are case-sensitive.)

6) You will then notice a message under Protect Document saying “A password is required to open
this document”.

Protect Document
|J;L II_EL A password is required to open this document.

Protect
Document ~

The document is now locked and encrypted. If you are sharing the document, all users will need
to use the same password.

A word of caution: If you Password Protect (Encrypt) the document, and lose the password, you
will no longer be able to open the document!
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